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PC Based-Mall Clients

PORT587 FORSMTP

The use of Port 587 for SMTP in PC based email clients enforces account sign on, which

helps eliminate script based spamming viruses known as BOTSs. This will help keep
unnecessary traffic off your own network, as well as your Internehoection.

The mail servers are set up to cater for botfet existing port 25and port 587
authentication protocols.Port 465 is used for older version$ mail clients that
support SSL and not TLS.

Outlook 2003

1.

arLDd

o

Open Tools Email Accounts View or change existing email account€lick
Next

Choose your email account antick change

Choose more settings

Choose Outgoing Server

dick My outgoing server (SMTP) requires authentication, and also choose Use
same settings as my incoming mail server

Choose Avanced

Check the box for outgoing SMTP and change the port nutob&5which is
required for SSL.

Check the bokelowthat saysSSIEncryption.

Click OK to Save

Outlook 20072010

1.

o kowd

In Outlook 2007 Open Tools > Account settings / In Outlook 2010 File >
Account Settings > Add & Remove or Change

Select account double click to open

Choose more settings

Choose Outgoing Server

Click My outgng server (SMTP) requires authentication, and also choose Use
same settings as my incoming mail server
Choose Advanced

Check the box for outgoing SMTP and change the port number from 25 to 587
and choose Auto for encrypted connection. See below for morénformation on
Encrypted Connection.

Click OK to Save



Outlook & Outlook 2007 /2010 - Outgoing Server Tab:

@ H9-06 )+ Good Pradtice use of Email.doc [Compatibility Mode] - Microsoft Word -5 x
o) —
| Home | mmset  pogeloyout  References  Maiings  Reiew  View  Adddns @

as l[mll (2= sz = llz= s=lAlllar] -
o [ 1nbox - Microsoft Outlook - o
=" Format Painter P e — Type a question for help v
Clipboard ol n . =
PiNew - | @ Y X | GuRepy EYReplytoAl g Fonvard | BT W | Lt | Hfjsend/Regeive - (S | (@ search addressbocks - | @ )

(3 Inbox To-Do Bar » %

Account Settings B3] « May 2008 3
—1 sm 1w T FSs

Favorite Folders 2
[ Inbox in Personal Folde|

) Unreag ail in Personcl /| E-mail Accounts: RN

(23 Sent tems n Perzonal o removs an aceount. an account and 55376 6o

Mail Folders A 11 12[33) 14 15 15 17

181920 2 22 23 24

Bl waitems | [E-mail |pata Fies | 55 Feeds | Sharepoint Lsts || Tnternet Calendars | Published Calendars | Address Books 7m0
3 €4 Mailbox - Omar A i & 2 6

Microsoft & Midw
K 3.00 PN - 330 PM.
7-4448; Anita Ring> )

Internet E-mail Settings
Each of these settings are required to get your e-mail account norking.

8

® [0 Search Folders
@ £ Archive Folders

= £ Personal Folders
@ Deleted tems

nt Settings
Internet E

[E3)..: 1 rsormation on this screen, we
outest your account by dicking the

€ | General | Outgoing Server | Connection | Advanced . (Requires network connection) o By: Due Date] <] ~

Py outgoing server (SHTF) requires authertication e task
It Settings

@ Use same settings as my incoming mai server

e are nojtems to

O Log on using w in this view,

|

Passward;

Remember password
Require Secure Password Authentication (SPAY

O Log on te incoming ma server before sending mail

Mare Settings

Next > Cancel

May 12, 2008

ficrosaft Exchange *

Page:1of1 | Words:339 | <35 |
's start

Click OK to Save



Outlook and Outlook 2007 /2010 - Advanced Tab
O T — T Inbox- Persoal Folders) - Microsoft Outiook —— =] = |

Home send / Receive Folder  View  AddIns o @

N >
/E 3 @ g Ignore x -\_E -_E -._; P2, Meeting X3 Move to: 7 3} To Manager it ES @- Find a Contact ~
% Clean Up ~ = 4 Team E-mail « Done I (G Address Book
New  Mew Delete | Reply Reply Forward i, pore - - _ Move Rules OneNote Unreads Categorize Follow Send/Receive
E-mail hems= | & lunk ™ Al 7 = Reply & Delete 7 Create New i - - Read - Up~ |V Filter E-mail * |~ ajj Folders
New Delete Respond Quick Steps I Move Tags Find Send/Receive
4 Favorites @
[search Inbox (Ctri+) Pl <
[ mbox
e i ; -~ , a
[ sent ftems 15| [)a| From | subject |Received Size Catego... |7 : fH
Account Settings (= g
4 Personal Folders = s
-mai Thul 1110:51AM  TTKB s
=T E-mail Accounts 2/29/201 3
o] You can add or remove an actount. You can select an account and change its settings. Thu12/29/2011 10:51 AM 77 KB g
.
; =
5 sent ems Thu12/29/2011 1033 AM 8 KB, z
Thu12/29/2011 1033 AM  71KB z
(& Deleted Items (997) " -
" E-mail | Data Files | RSS Feeds | SharePoint Lists | Internet Calendars | Published Calendars | Address Books | e pr ol 51 & g
£ Junk E-mail (5445] S = > = = o [pUI22/LI0I3AM 304 KB -E
. % s:;l::xd | crmgitaen ——hu12/29/2011 917 AM  53KB g
eeds -4
L hu12/29/2011 8:10 AM 165 KB T
b0 Search Folders Internet E-mail Settings L ;
i Each of these settings are required to get your e-mai account werking. hu 12/29/2011 9:02 AM 52 KB ;
© Archive Folders hu12/29/2011 8:41 AM  15KB £
4 Mailbox - Omar A. Nuseibeh hu12/29/2011 8:26 AM 21 KB e
b4
4[5 Inbox User Information Test Account Settings hu 12/29/2011 7:10 AM 17 KB - i
[3 Keep 30} Your Name: MDI SUPPORT After filing out the information on this screen, we g
7 Drafts ! . recommend you test your account by dicking the button ES
E-mail Address: below. (Requires network connectior]
[ Sent tems - mdisupport@midwestdataine. ¢ (Rea )
(] Deleted items Internet E-mail Setting [ O wer—— v
(@ Junk E-mail g
[3) Outbox [ General | Cutgoing Server | Connection | Advanced | [¥] Test Account Settings by clicking the Next button H
> [ RSS Feeds Server Port Numbers B
[ Search Folders g
) Incoming server (POP3): | EB1Y Use Defaults be keeping the large data switch, sorry | -] £
o LBl T R ] This server requires an encrypted connection (55L) @
5 1nbox Qutgoing server (SMTF): 587
[ Drats s
& sentmems Use the following type of encrypted connection: | Au =]
(3] Deleted Items Server Timeouts
G N Short ~J—— Llong lminute
[} Outbox Delivery
[F) RsS Feeds eave & capy of messages on the server
Ed Search Folders Remove from server after 19 E‘ days < Back ‘[ Next > ] [ Cancel ]
Remove from server when deleted from 'Deleted Items'
Contacts
-
] Tasks

Unread: 86,978

Items: 124,627
11:10 AM

12/29/2011

Click OK to save

Outlook Express

Outlook Express support has long been discontinued by Microsoft and does not
support an Encrypted connection, so it will not connect to our new mail servers.



Thunderbird

=

Open Tools Account settings

Select Outgoing Server(SMTP), double click the account to open

3. Check the boxdr Security and Authenti¢®n, click the choice for Useame
and password and change the port number from 258 and choose TLS
for Use secure Connection optiokee below for more information on
Encrypted Connection.

N

Thunderbird —SMTP Server

< Inbox - Thunderbird
fle Edt View Go Message Iook Help
2

GetMal  Write  Address Book

Account Settings

All Folders « » [[E 6 subject —
C i B -
= & Local Folders # Do you have som et Recents Outgoing Server (SMTP) Settings

£ Inbox (9557) liove Datalio/into Securkty Although you can specify more than one outgaing server (SMTP), this is only

Reply  Reply Al Forward

A Unsent # Access Your PC fre @ el virgn.net recommended for advanced users. Setting up multiple SMTP servers can cause
et “ Q1 Reseller datalkf | "o errors when sending messages.
» Drafts Server Settings
peils + Welcome to the Ki : : : : e z
T Licuna pruiens; b webmaster - mal.uswebmal.biz (B
& Junk o Compasition & Addressing - .
7 Trash (538) # May 13: 2008 Gov: Disk Space mdi1@lburg k12.in.us - mail.bburg.k12.in.us
1) Outlook Express Mai +# May 13: VARs On R omar.mdi - mail.midwestdatainc.com —_—
s  CompTIA Universi 8 o> meligp - mail.midwestdatainc.com I
[/} 1969-1999 Inbox (5) Return Receipts

| ]| 2001 Inbox (1039) 4 w‘g‘:'“”:e “I‘s‘;‘e:e ' mdisupport@netmdi.com ] SMTP Server
|1 2002 Inbox (3397) v.Regstere Server Settings

- " 5] - setti
il 2003 o (3475) + Learn about Netw: s E ings

]| 2004 Inbox (11063) : z'“:":' c:rti?:ed 4 Composition & Addressing Descrptons ||
is Week -- Cou
[} 2005 Inbox (3313) 4 Disk Space Secure| | Server Name:

What a real man d

|} 2006 Inbox (3054) g = Junk Settings 2 3
]| 2007 Inbox (10680) e “w_""f_’:‘fft‘_s__'a_f Return Receipts | I | BBl el 2
[ I} 2101 Inbox (127) Security
[} Deleted Items (119) S Local Folders Security and Authentication
[ ]} Drafts l Disk Space i Use name and password
£l Outbax We come 1 Junk Settings User Name: | mdisupport@midwestdatainc.com
[ ]} Search Folder S y Outgoing Server (SMTP) o
Mozilla's Use secure connection:

[} Sent Items (6652)

even easier to organiz) Add Account... @M O TS ifavalable OIS O SsL
Set as Default
Remove Accour
Experience the differen

Cancel
community working tog

For frequently asked questions, tips and general help, visit Thunderbird Help Center.

For product visit the Thunderbird Home Page.
. Downloading message 41 of 109 (I Unread: 9557 Total: 11463




ENCRYPTION FOFOUTLOOK2007 /2010 AND

THUNDERBIRD
a5LQa YIAf aSNISNA adzZJJ2 NI /2000{andi & LIS Sy ONE LI A -
Thunderbirdwhen using port 587 for authenticationwhich will secure the connection
between the clientand our mail servers

Certificate of Authenticity

When launching Outloo&r Thunderbirdwhile using encryption you are going to receive

a certificate from the server that asks you if you wish to accept it. The default certificate
is an MDI generated céficate. You can accept that ateand continue usage. You may
receive that alert every time you send using Outlddtunderbird

If you wish toremovethat alert message, yomust purchasgour own company

certificate from a trusted CA (certificate #wority) on the web, such as Network

Solutions. If you do, you can then install that certificate on each machine using TLS, and
send it to us to install at the server. Once installed you would not get that alert as it will
be available on your PC for Vferation. This certificate doast make your email any

more secure, but it does get rid of the alert that you get on program launch. MDI can
help obtain such certificate if you choos®edo sa



To Enable Encryption in Outlook 20002010

1

Account Settings > Add & Remove or Change

/I K22as$s

OO, WN

Advanced Tab -

Py

Send / Receive

X

elete

Home

L.l 1]
New
Items

i Ignore

E

New
E-mail

45 CleanUp ~

& Junk ~

New Delete

Folder

G¢KS

Auto

Select account double click to open
Choose more settings
Choose the Advanced

ASNISNJ NBIj dzA NB &
In thedrop down box choos@uto as the type of encrypted connection

View Add-Ins

(23 Moveto: 7
(3 Team E-mail

& =X ] B Meetin

(53 BMeetng

Reply Reply Forward & More -
All

Respond

(4 Reply & Delete

3 To Manager

 Done

7 Create New

Quick Steps

o

Move Rules OneNote Unread/ Cat
Read

Move

Tags

In Outlook 2000pen Tools Account settings In Outlook 2010 File >

SYONRB LGSR O

Inbox - p:rsona Folders(l) - M'lcrosdﬂ_%
&

]
=

Find a Contact ~

[G3 Address Book

7 Filter E-mail ~
Find

Send/Receive
All Folders

Send/Receive

egorize Follow
= Up~

4 Favorites

[} nbox

[=) sentItems

-

4 Personal Folders

[} Inbox [71323)
(3] Deleted Items (112)

[ Drafts
[ Sent tems
(@ Junk E-mail 306]
L3 Outbox
i [} RsS Feeds
L0 Search Folders

> Archive Folders
4 Mailbox - Omar A, Nuseibeh
4 [ Inbox

| D |@] From

4 Date: Today

| subject

[search Inbox (ctri<E)

| Received

>
4 September 201
SuMo TuWe Th |
1
4 56 7 8
11 12 13 14 15 1

gize ircatego..r. \'d

Mkl

| Account Settings

E-mail Accounts

=
=]
=
=]

You can add or remove an account. You can select an account and change its settings.

)

-

3:44 PM
Pﬂ) PM
B:15 PM
B:11 PM
2:48 PM

6 KB
6KB
9KB
55 KB
15KB

18 19 20 21[22]z

25 26 27 28 29 3

Monday

| 5201108260806214
1:30 PM - 3:30 PM

2:46 PM
2:15 PM 131 KB

11KB | Online Meeting; §

.01 PM. 30 KB

e %)

TR .

(3 Keep (12)

| General l Outgoing Server I Connection I Advanced |

“Jget your e-mail account working.

[Z) Drafts
(=) sentItems
& Deleted Items
(i@ Junk E-mail
[} outbox
> [E) RSS Feeds
L@ search Folders

My Outlook Data File(1)
(3 Inbox
[l Drafts

(=) Sent Items
(&) Deleted Items

(g Junk E-mail
[i3) Outbox

[F) RSS Feeds

L@ Search Folders

Incoming server (POP3):

Outgoing server (SMTP):

Server Timeouts
Short

Delivery

Server Port Numbers

[] This server requires an encrypted connection (SSL)
587

Use the following type of encrypted connection: |Auto

L

T

=

J Long 1minute

[]Leave a copy of messages on the server

Remove from server after 10
["]Remove from server when deleted from ‘Deleted Items'

days

=
@midwestdatainc.c

Test Account Settings

After filing out the information on this screen, we
recommend you test your account by dicking the button

below. (Requires network connection)

[¥] Test Account Settings by diicking the Next button

idwestdatainc.

-

Arrange By: C...
Type a new task
4 (none)

Plesk W... b
r

3com E...

=
iz
[ Tasks

Calendar

Contacts

SRR

< Back

There are no items to show in this view.

Items: 106,792  Unread: 71,323 \

e =
Click OK to save

3:48 PM

9/22/2011



To Enable Encryption in Thunderbird

1. Open Tools Account settings

2. Select Outgoing Server(SMTP), double click the account to open

3. Checkhe box for Security and Authentication, click the choice for Use name
and password and change the port number from 2587

4. al N] a¢[{¢ dzyRSNI a! asS {SOdzNBE /2yySOtazy

Thunderbird —-TLS

< _Inbox - Thunderbird -

File Edt view @0 [Message Tooks  Help (7]
5.{) g g ¢ &l L Bh( 4 Find -
Gt Mall Wrike  Address Book Reply  Reply Al Forward s i 230 Replace

- Titte - Change
Al Foldsrs |0 et — - - = T Stytes+ | b Select-
= & Local Folders s+ UPS: Number of ba 0utgoing Server (SMTP) Settings A 7] Editing
2% Inbox (9824) pe{UES:Rmberofjba - Securty A s T Sy e e e e S (), st ety =
Ao Linsent # UPS:Number ofba | = " recommended for advanced users. Setting up multiple SMTP servers can cause
7 et 4 UPS: Number of ba '"a‘s‘v"g'”‘;it errors when sending messages,
y o Erver Settings
s UPS: Passed inter
=7 Sent (3280) - Copies & Folders
& Junk 4L 5: Redundant [ Cua osition & Addrd
£ Trash (538) # UPS: Redundant I . k'; 1
: isk Space
£, Qutlook Express Mail ElUBS:Redundsnt [ 3 ksD i [ Settings Remove
3 - Junk Settings e
2000 Inbox (263) + UPS: Number of ba Set Defalt
@ Inbox & UPS: Number of bl Security Server Mame: | mail.midwestdatain, cam
~[ 1} 2001 Inbox (1039) - (= mdisupport@netmdi.cor

+# UPS: Number of ba Bort:
- Server Settings

Defauk: 25

|} 2002 Inbox {3397)
]| 2003 Inbox (3479) # UPS: tumber of b
[T 2004 Inbok (11063) +# UPS: Number of ba

Copies & Folders
Composiion s Addrd | 500wty and Atherbicaon
+ UPS: Number of b

[} 2005 Inbox (9313) - Disk Space d d
1) 2006 Inbox (3054) + UPS: Number of ba P fs€ name and passwor
o pon ( ) 4 UPS: Number of ba Junk Settings User Name: | meisupport@midwestdataine. com
~[]} 2007 Inbox (10680 + Pum Return Receipts )
1] 2101 Inbox (127) - Security Use secure connection: _:
[ Deleted Ttems (113) SlLocal Folders Ot O TS, Favalable &) O s =
- ]| Drafts

1T oo Welcome 1

| ]} Search Folder
~[1| Sent Items (6652)

o Cutgaing Server (SHTP
Mozilla’s T el ¢ T

even easier to organiz dd Account

Set a5 Default

Remove Account
Experience the differens

community working tog|

For frequently asked questions, tips and general help, visit Thunderbird Help Center,

For product visit the Thunderbird Home Page. o
' Downloading message 123 of 199 (w1 | Unread: 9824 | Total: 11730

Ifyou wish to use Encryption then

Web based clients:
HORDE Webmnail:

Webmail is a useful tool for accessing your email while “on the road™, and has the built
in facilities to allow you to import and export address books, calendars and such to and
from other applications. These utilities should be also used on a regular basis to export a
backup copy of vour calendars. address books and such. for times that Horde security

Page: 8 of 14 | Words: 733 | &8 |
/5 start ErCY & - g . [ amen.

Click OK to save




Web Based BMail Clients

HORDEWEBMAIL
2So0YFAEf A& | dzaSTFdzZ (22t T2 N.MWerikcanbyg 3 & 2 dzNJ
assessed by opening your browser and typing 6 Y| A f @& 2 dzZNR2 Yl Ay Y| YSOEE
Users may also run a secured session of webma#dgessingt by going to
https://webma il.your domain name .xXxx

PASSWORDS
Users have the ability to change their password for the email account from within a
webmail login sessionMDI strongly recommends complex passwords, for security.

1. Click on My Account
2. Click on Password

|MPORT/ EXPORT

HORDE Webmail also has thelbin facilities to allow you to import anelxport address
books, calendars, etto and from other applications. These utilities should be also used
on a regular basis to export a backup copyhese itemdor times that Hrde security
upgrades/updates are not abte carry them forward during the upgrade process.

Emails are retained through upgrades

10



To Export Address Book

1. Open yourAddress Book

2. Choose Import Exportlocatedon the tool bar
3. Click Export

4. Browse to where you want to store the file

HORDE- Address book

ws Internet Explorer

F%2Fwebme - = #/[x][ £
Fle Edt  Wew Favortes Took Help
W gt (20| Ml elcome o Horde (Ml 2 Welcome to Horde: [l idrass pook : My Ak, fi - B - - | Page ~ ook -

L =T m E
Hy Address Baoks Contact Search imporifExport Mail Fiers Calendar Addre:

Jptions  Help  Log aut

My Address Book
ste | Edit | Export | | Add | 1o 3 Contact List | Show Lists, Cantacts, All
I (4EB@ Y Name Email
Ir (3E  Amywimmer My WmMEr@merchamsbankana st com
Im (BER AwonT antong@iplesk com
™ (BED A4 Maher shawwa elghazzawi1 1 @hotmail. com
I (3E  Ausmsnawwa asnawwagnteastink.ca
- ZED  AmySeibert amy@midwestdatain.com
™ (BED AngelaNichelson angela nichelson@williamhesch com

O[] Horde
(8 Organizing
- My Account
Calendar

Hew Event
M oer

|- [E] work week

= vear ™ (BE8  Amanda wamner amaninez@inetcam com
L D saarch ™ (ZED AndreaEwan antraa awan@dearborntite. com
; I FE@A
- ] Mail .
-3 options © (3 Asnen) num Tbral52402@hotmail com
-4l Log ot | Edit | Export | | Add loaConlactlist | Show Lists, Contacts, All

Al{A)BCDEFGHIIKLMNOPQRSTUVWXYZ

H 10

L L : & [ / .- mwwesus 82, - REE® - 1

11



HORDE- Import/Export

Book :: Import/Bxport Add

- B 4 I=hitp3A%:2F %P m2F (%] (] [uve searen

x[* v B) & v bpege - GpTook -

=] < 0l
Address Book  Options  Help Log out

Fle Edt View Favorles Toos Help

v 4 (23]~ |Emai: welcome toorde [EMal 1 Wekometotorde [ Adsess Book 1 Inpert,

= ()

=Y ]
Export | Mail Filters lendar

- [E Horde.
@ Organizing
8 My Account
=[] calendar

[Select the format of the source fie:

Comma separated values v
Replace existing address book with the imported one? Warning: This deletes all entries in your current address book.

[Select the charset of the source file:

[ oay Western (150-8859-1) v

Work Week
% ISelect the file to import:

Week

[ Browse.
[ Montn
Evear Next
P search
B mai Export Address Book

T Fiters [Select the export format:
B | comma separateavalues v
P search
[ Inbox

5 Kept Mail
5 memos
5 Outbox
g —
£ sent-mail-apr-2005|
{5 sent-mail-aug-2004
{5 sent-mail-dec-2004]
{5 sent-mail-feb-2005
[ sent-mail-jan-2005
[ sent-mail-jul-2004
) sent-mail-jun-2004|
£ sent-mail-mar-200
£ sent-mail-may-200
£ sent-mail-nov-2004
£ sent-mail-oct-2004
) sent-mail-sep-2004]
[ Trash
£ utilties
£ Virtual Folders

# options
-l Log out

hittp:fjwebmail midwestdatainc comfturbajdata.php. @ Intermet H 0% v

To Export Calendar

1. Open your Calendar

2. Choosdmport >Export located on the tool bar
3. Click Export

4. Browse to where you want to store the file

HORDE-Calendar

ay 2008 - Windows Intern:

(€]SM o winzF ] [#5] (] [uve searcn [2]-

Fle Edt View Favertes Tods Help

o & [g8[-[Ematwekmetorade vl s wekome tororde | B clerer oy 2008 ¢ | B - B - B[S rege - £ Tods

=T & 2
Import/Export Mail Filters Calendar | Options Help

= C 3
Log out

3
My Calendars New Event Today Goto Searct

-5 Horde

© Organizing ~ May 2008 -

A My Account Sunday Monday Tuesday Thursday Friday Saturday
E\@C\ 4 27/ 128 |G| Week 16 295 309 1) 2[5 3@
alendar
[ oay
[E] work week ao] 5 [@Wesk 13 60| 7o 8 o] 9 o] 10[@]
=] week
[E] Month
o
o e e = s w5 e e
- Mail
Y Filters.
%New Message [ OEE 21[e] 20 zlo 2412
Search

20| 26[efweei 2z

&
E
B
E

[ sent-mail
sent-mail-apr-2004|

‘sent-mail-dec-2004]
sent-mail-feb-2005
sent-mail-jan-2005
[ sent-mail-jul-2004
sent-mail-jun-2004
[ sent-mail-mar-200:
[ sent-mail-may-200:
sent-mail-nov-2004
sent-mail-6ct-2004
[ sent-mail-sep-2004]

[ Virtual Folders

# options
- Log out
Done @ Internet w100% -




HORDE- Calendar Import/Export

= Calendar :: Import/Expert Calendar - Windows Internet Explorer

oS- & s s ] o=

Fle Edt View Favorbes Took  Hep

VA |52 - il Welcome toHorde | ctervr s wmportExpar... x | i~ B & - [ Page - G Took -

[ Horee

- Organizing 5
- A, My Account Comma separated values v
=-[51] Calendar Select the file to import:
[B] Hew Event | Browse.. |
—[Joay
[ work Week
[ wesk
[ Horeh .
~ vear Export Calendar
- J@ Search Select the export format:
o w
(= Mail
=V Fikers imit the bime span to export:
(3 mew messag (@] an events
A (] starton 2008 v [Apr ¥ .[13
[ Inbe
- drafs (10 ] - [00 ][ [CTem
£ Kept Mail EndOn 2008 v [May v [13 w
3 memes w10 % : |00 =|[F la[Clem
-5 Outbax
— [0 sent-mail o

£ sent-mail-apr-2005|
- [ sent-mail-aug-2004

c-2004]

“ [ sent-mail-sep-2004)
— 3 Trash

£ Utilities

() Virtual Folders
-3¢ Options

-l Lop out

itto:{fwebonail.idwestdataing comlscnoithidata phe

nce

TN

Monthly Maintena
After log-in the user wilutomaticallybe prompted to choose a maintenance

operation. ItisA YLI2 NI I yi GKFG GKS dzaSNJ OK224S at SNF 2
firstloginofeverymoK X2 | YR y2IliA YISy Jyas:

13



HORDEz Monthly Maintenance

g;ﬁf v [ hepusiwetmai inc. comiservices/maintenance ot i — 1timadul ) (4[] [tive searcn

File Edt View Favorkes Tools Help

— — ) )
W & (23~ =M welcome to Hords =AMl :: Welcome to Horde EAmal x[ - = v | page - {0 Took -

Mail Maintenance Operations - Confirmation

| @ Last login: Tue 08 Apr 2008 07:18:31 PM EDT from fl-64-45.234.5.sta.embarghsd.net ]
‘ @ Wail is ready to perform the mai il hecked below. Check the box for any il ) you want to perform at this time. ‘

Al old linked attachments maere than & menths old will be deleted

Perform Maintenance Operations Skip Maintenance
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¥ X your safe emai 2ddress baok now.
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Purge Deleted Messages
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remove the messagdsy R y 234 &l L59 59 [ 9 SvilllXeappear i KS RSt ¢
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E-[&] Calendar Delete | Undelete | Blacklist | Whitelist | Forward | View Messages Hide Deleted | Purge Deleted

MNew Event ¥ Date From Subject [Thread] Size
(i pay 10:58:46 AM Wicrosoft Weekly Certified Pariner Learning Newsletter 76 KB
[5] work week 10:18:36 AM Barnes & Noble This Week — Coupons, B&N Studio Premier, James Frey, More 31KB
-[E] week 09:30:47 AM HP Promotions While supplies last HP 530 Notebook PC with carrying case for just 519 37 KB
%:::::h 09:21:52 AM equusmkig@equuscs.com Power and Versatility in a Small Rack Chassis= 14 KB
p — 08:23:49 AM Stock Rageous News BSHF: 856 Million Contract signed and another in the works 10KB
= mail 08:03:22 AW CRN Daily May 13: More On The XP 5P3 Glitch /HP To Buy EDS? / A 3G BlackBerry 14 KB
2 opticns SEOSASAM  BWNDKUE  PewerbPisPowerSessenwihAfc: ek
-l Log out ___-

OB4BAM  SWNDRUE  SERfdYorBleSowten
S BMMEKES  KrostrdseRMifeerfefegem | 4a
BaOIOAM  SWNEDRUE  ReosberfodeiASSifesnSstCampiestnd k8
03:40:18 AN Finance4YourBiz Cash for your business NOW! 3KB
03:04:54 AN SYNNEXUS Questioning Postini's channel commitment? Make the switch to Perimeter. 11KB
03:04:33 A John Stulak Preventing Mistakes in Microsoft Dynamics GP 8 KB
124132 AN FinancedYourBiz Cash for your business NOW! 3KB
05i12/2008 FinancedYourBiz Cash for your business MOW! 3KB
05/12/2008 Intel Inside(R) Program Intel Inside® Program Track 2 eNews: May 12, 2008 36 KB
05i12/2008 Linksys Channel Marketing Linksys Online Event Series 2008 - Attract More Business With Linksys! 14KB
05/12i2008 Beach Front Condos Great Vacation Condos - Own Waterfront for less 2KB
05i12/2008 Beach Front Condos Great Vacation Condos - Own Waterfront for less 2KB
important EDebeted Draft Personal
Delete | Undelete | Blacklist | Whitelist | Forward | View Messages Hide Deleted | Purge Deleted
Select || Wark as *| Move| Copy| Messages to ~|
Done Internst #, 100%

All E-Mall Clients
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EMAIL ETIQUETTE

Considerations

The internet in general, especially major ISPs (Internet Service Providers) such as
Microsoft, Yahoo, RoadRunner AOL and others are cracking down on SPAM, and
servers considered sources of SPAM. Here are a few considerations that you the email
user should be aware of the measures taken by ISPs to limit and reduce the damage made
by SPAM:

1) Limiting the number of recipients of the same message, usually less than 100.
Therefore you the user should limit your CCs to less than 100, and vary the
subject and send times if you need to send to more than 100.

2) Stay aware of any possible BOT viruses on your PC (the robotic virus that uses
your PC to relay SPAM to thousands of recipients), by watching the hard drive
activity light when not in heavy use, as well as email client behavior.

3) Report SPAM to postmaster@domain.tld or abuse@domain.tld of the SPAM
email sender.

4) Keep in mind that Microsoft’s SENDER ID program is picking up steam, and that
makes it very easy to track SPAM senders. It is easy to pick up a bad reputation,
and less easy to clear it. MDI registers it’s hosted domains with a SENDER ID,
other users would be well advised to.

5) Remember that the other guy can also report you, so do unto others what you
would have them do unto you.

6) Most email servers have limits to the attachment size, so be aware if you get a
message rejected, or truncated, to heed the alert.

STORAGE
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Considerations

1 Allocation of email space 8MBper address. Emails should be brought down
to the workstation and archived to your company file server, storagessew
archive server.

1 Keep in mind that the server does not delete messages, the user has to by
choice, and it is important to note that it is a mail server, and not a storage
ASNISNE &2 L)X SIFraS KStLI dza {SSLI AdG &[Sty |

1 By using PC based emdiénts, you can keep as much email as you wish,
without taxing the mail server

1 In an environment where multiplgears of archiving is required such as in
education, financial and others, please contact us for suggested
storage/archiving solutionfor your organization

1 MDIQ@Archiveservice may be used if ymeed email archiving for compliance
purposes, or long term archival of emails for personal or company easy access
and use.Please visit our websit@ww.midwestdatainc.confior more details on
eArchive

1 If you use a yet different PC based email client than those mentioned above, we
would be happy to help you configure that as well.

DEFAULTANTI-VIRUS ANDSPAMSETTINGS

When new email accounts@iset up on our servers, we start the accowith the
following ServerAnti-Virus and Sparsettings.
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Anti-Virus Protection
Antivirus softwares are computer programs that attempt to identify, neutralize or
eliminate malicious softwareUser PCs may aldwave built in Anti Virusoftware that
the users can control at their own volition.

As a defaulthis ServerAnti-Virus Protections turned on folboth Sendand Receive

Available Options:
1. Onlyonsend
2. Onlyonreceive
3. None

Spam Protection
SPAM is bagally unsolicited email, usually some form of advertising, and it is
a huge problem on the Internet today. SPAM wastesnection bandwidth,
email server storage and processing capacity, and is frustratngserswhen
they haveto delete all the SPAM nssages in their mailbox. We do our best to
filter out as much SPAMbn incoming emailas possible at the serveithe user
PC basedmail clients mayalsohave built in SPAM filtering that the users can
control at their own volition.

As a default thisption is set to the highest level of detection, and to delete detected
SPAM email. SPAM detection as based o & fineter of SPAM evaluation, with 1
being the highest.

Available options:
1. Mark email as SPAM and forward to the recipient as an attachméhtthe
assessment outlined in the message
2. Delete, which is what we enforce by default.
3. Whitelist specific anail addresses.
4. Whitelist email from private email servers.

It is only after years of experience that we came to these default settingsyéulo not
require all users to stay at those levels. The user can request different settings, if they
understand the implication of what they are requesting, meaning thatiower level of
SPAM protection is requestdde email account Wi be receivig a lot more SPAM

Whitelist Alternatives

An alternative to lowering SPAM Protection is to request a Whitelist of specific email
addresses at the Server level, examgieneone@hotmail.conmwhich we will happily

do. We can also do a Whitelist of all email from private email servers that are of your
2NBI yAT I (A 2y Q&@dbadgo@dBataniwtie F iy dfild8ard allowing

18


mailto:someone@hotmail.com
mailto:*@abcdcompany.com

all addresssat that server) We obviousy cannot allow wildcardbr public email

servers such as Hotmail, Comcast etc because we would be allowing in thousands of

SPAM email. For public servers ivéstto handle those type of email servers by

ALISOATAO I RRNBaa (Klsghdeds2 LISY dzLJ G KS I GSag (2

We just ask our users to be reasonable with what they ask for, and allow us to do our
best to serve them.

Please contact us with any questions.
Thank you

MDISUPPORT Wednesay 29th December 2011
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